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Protect Your Mobile Phone From Cybercriminals

If you're like millions of other people, you use your Smartphone to send text messagesil chemsgowoue finarcaebunts and
medical records, and to store data such as contact address lists and maybe even lists of passwords.

Unfortunately, you're not doing enough to protect those messages and inforrimsadfloredféetich as viruses andreppw
the possibility of loss and theft.

Take these precautions to keep the information on your Smartphone out of the hands of cybercriminals:

1Set up a PIN (personal identification nitelusgally a fedigit password. Don't use common passwords such as your birth date,
mother's maiden name, or pet names. For iPhones, look in the general settings for a Passcode Lock. Andraidrdaenites have a Lc
Security option. If you have a BlackBerry, go to Options, then Security.

HJse caution when downloading8ppslt UHFRJQL]JHG VRXUFHY RQO\ VXFK DV $SSOHfV $SS 6V
Appstore. Regardless of the source, read reviews and scrutinize requested permissions before downloading an app.

Pse a free security serWtamy Smartphone makers hawtheadr backup, remote phone locating, remote phone locking, and data
erasing capabilities. Apple makes a free Find My iPhone app for iPhone 4 and later versions; for Androrgsaragh B lzallkdkerries, t
Lookout. This software allows you to lock tifeopkepa erase datemotely. Lookout soon will be available for alb¥éPsionss.

PDisable your browser's-fillfeaturédAndroid and iPhone mobile Web browsers will remember your usernames and passwords for \
sites you visit often, making it easy for anyone who picks up your lost phone to log into your accounts.

For the iPhone: Tap Settings, Safafi|lAartd then turn the Names & Passwords switch off. For Android: Openapghbdideser,

key, and then tap settings; under the Security Settings heading, clear the Remember Passwords checkbox.

iSecure your passwordse them out of your memos and contact list info, and get a password management app instead. Newer |
ries have a bdiltpassword organizer, called Password Keeper. Find it in the Applications menu. For other ssuapiphswesd check
management apps such as PasswordWallet, 1Password, LastPass, and SplashiD.

Find out how to change your settings to not allow geotagging on photdsgaudagdsa@sbit of data embedded in photos and videos
that provides the longitude and latitude of where the photo or video was taken.

Frurn off your Bluetooth when not uBirgg iiill save your battery life on the bluetooth and your mobile phone. Most important for se
while the automatic nature of the bluetooth connection is a huge benefit in terms of time and effortpétplaltmoaibgriefddnd
you data without your permission.

These tips are about the device itself, but the No. 1 rule of security is to not conkenetopiksiontietworksaren't familiar
ZLWK WR GR LPSRUWDQW WDVNV )RU H[DPSOH GRQ W FKHFN \RoXWiFDFN '"DQL
network in a restaurant.

REMBER THE DATES ¢
January 16th JDECU will be closed for Martin Luther King, Jr. Day.

February 16th will be the 2012 Annual Meeting from 8 am - 4 pm at the
Jack Daniel Employees®6 Credit Union.




